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(54) ELECTRONIC DATA PROTECTION SYSTEM 

(57)Abstract: 

PURPOSE: To execute only software which is stored in 
a regular medium and permitted by giving the medium a 
medium characteristic number and giving the medium 
characteristic number the permission for the execution 
of the software. 

CONSTITUTION: This system is provided with the 
medium 1 stored with ciphered electronic data 14, the 
medium characteristic number 1 2 characteristic to the 
medium, and permission information 13. On a permission 
side, a medium characteristic key based upon the 
medium characteristic number 1 2 is generated and the 
electronic data deciphering key for the ciphered 
electronic data 1 4 which are permitted with said medium 
characteristic key is ciphered and written as the 
permission information 13 on the medium 1. On a user 
side, the medium characteristic key is generated 
according to the medium characteristic number 1 2 read 
out of the medium 1, the read permission information 13 
is deciphered with the medium characteristic key to 

generated the electronic data deciphering key, and the ciphered electronic data 14 are 
deciphered with the electronic data deciphering key to obtain the original electronic data. 
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Bt^bufcst^km^b^-^ (14) , %mm#m& 
(D-mcomftm^m-^ 02) jsxxpvtvsnm (13) 

(l) fcRtt, 

ffKWT^^Kft: (1) O— B<08£fr@*T»-J§- (12) 

ms-t-srtrWbm^b^— ^ (14) ow^Hbr-** 

^«*l*^{bLTJtfBJift: (1) lc««8f#* (13) i 70 

mmwx-±wm» (i) *>&«*&^«*b*«* 

(12) tt>tlc«E»H*|i«r4fiJtu rottEfMHHi 
(C J; o X gg*& A/ /cfFf£if (13) ^m-^-UX^^m 

J: otiM^fc^bl^-{hT" * (14) ^m-^- 

[»*«2] lElooJt* (1) KHMfrrSBfriHb* 
-Mbx-^ (14) ti:l^51^f-^ffil^^ 20 

nWW-CttfflSrffpT-t-ePf^b^ft^-^ (14) o 

-ifiT*wfcLxfiFisnM» (13) (i) k» 

StftU 

tiEmmx-zcomi* (D iwiMAsnfcmsflm (13) 

*j*Lfc^ t *rW* 1 WBitottHb^ 

*us l fc r t * #® ^ -r s it *s* i «*5 £ o« 2 «e 

[«*^4l IWtW-CiEIWSflMS (13) o^&SOe 

i-IE«L^±Ett«fl»« (13) srtt««^cai/a*f 

U tt««-C^tu*:ttfc±lBl«Eflc (1) 40 

^bx-^ (14) 4ra-g-i-SJ:5^*J«UfcCtS:4# 

[»*«6] ±fant^bS^b'7 f -^ (14) tit, 
[§»*«7] ±&m» (i) irux. jtatft^-f^^fc 



ffl¥5-2 5 7 8 16 

2 

mm 1 3K**e>jB e «E«©«^fb7*-*«»;fr^ 

[Xnoi*ttttK91] 
[0 0 0 1] 

w*±«p]jb3MH #350114, m^b^-^fcisw-f 

h «?^r^«^fflJiRft&^O^jE^«rP£Jlii-5S^b 
[0 0 0 2] h?^TI4— ttttJ^n f-mt^ 

[0003] ifi^o^fflJiE^isaA/^ttUSESix 

[0 0 0 4] 

^n^A^m^ttHK*. win y 

5 l-s ^--f if^)a-f if f f 9 1 ^^^TMft 
«7 2Sr^i-^*^S*>So r^t*3feO*5tf4. ^_ 

*b7cBf£>^g#-5§-) £rJB^5 0 yyh^^Tli. 

{bity? h?*r*M»aft:7 luuftw-rs. it 

KW«7 2 t IX a-— 1?B^#-8-9 1 frh=L—1r<Dm 
W«£:£j*U roiff«-ey7 haf«8 2S:ltf<k 
UX^^ff^ff«7 2ttitU y7h!>x7»»iflc 
7 1 I^Mt5 0 3L-1f«L. y7F^x7»»7 1 
Jw»*fiStLfcBf^by7 h!)x77 3 7 2 60 

[0 0 0 5] Bl4f±, ttSESSIfoKBHtiPt. Ell 
4iwio^X. y7h!)x7^Wft:7 1lt ^btt 
©^7 7 hi>^T7 3iBJ:t^y^ h«^-ii8 2 4r^ 
ftU^:>m««7 2Sr»*fi"r-5flE#:. W^tfJfeK*^^ 

Xfc£o 

[0 0 0 6] rFMitfa7 2(^1, Bf^ky7 h ^x77 3 
^U¥^y7 h!>x7Ht5Mtfcot, y 

7 ht^8 2Srn&^bufe i b^T*>5o m*fty7 h 

^x77 3li, y^ h !^^T4rB&^bUitt>OX-fcao 

[0007] mswaoflfcjwwfcfi, flguft^As 1 , 
y^ h«-^ii8 2^5«ttfBf^biE]SS8 sttiffchz, m 

[0 0 0 8] V7ha*i8 2lt e^k7 7M>*7 
£o Bf*<bEIK8 314. y^ hm-^"ii8 2 Sr. fiSU«£: 
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3 

■»<kLfcKWfll«7 2*afea-r5iiiK-c*>a. 

[0 0 0 9] y*!©*— 

h«-g-«9 4 % *5£tf«-*®&9 5&^as&5 o if 
B*T##9ltt. ^-1ftf*«#«oB*©»*T?fco 

[0010] eSiJSi^J* 9 2 II. 9 1 £ 

«E*tBLfcffW»*7 2£«^U y^hm^ii9 4^ 
[0 0 11] y7hg^i9 4tt, «HHfcy:7 h£~T 

y^ h^^T»*Aj^*7 l^fcK^tBUfcuf-g-Yby^ h 
[0012] 

(l) IffmttaftfiHMtt* ^-fH-fl^So^- 
1fB«-##9 1 Srt »JK±JC8 1 a*^-— FB* 

77 3^*&^$ttfcy^ h!?*T«HWK*7 itc##^ 
[0013] (2) ( 1 ) XfFlStiffR 7 2 

*5£iM£-iHby:7 h i>^r 7 3<Dm^^ntLy^ b ? 

x7Mi*7l!:IAU y7h!)x7MW7 1 

sr^--m*»Kg3rrs 0 i»«9 2^^ftt 

l£rt>tlw, a-— 1fH*«>«BMi«:±J«i-S, *-S-[UK 
9 3^:^l/^-f @f «A 

7 2^itu y^ h&fmo 4&£.!&i-z> 0 « 

■©■IHIB9 5#£(0£j£Lfcy:7 hm^9 4Srt fcJC 
y^ h*~T*MftKf*:7 l^E>R*tHUfe»ffty7 h 
!>x77 3mu ¥^y7h?x74r4««. 

[0 0 14] 

;>x7(D@tf^fflt>Tl^ 0 
[0 0 15] thSt«OBW#*Srffl^fc»'&^(i % fFlg 



(3) ffl¥5 - 2 5 7 8 1 6 

[0 0 16] »»BriBft^- K!?x7«)lt** 

[0 0 17] *J8Wli. C*bfeOlB«i«:)»*i-5*:». 
«^k^-^oatft:^jBEft:B##*«:«rfc*. C<Dg£f£ 

[0 0 18] 

[^M*»*i-6fcae)<D^] HI Hi. 

SBEai#B«-o-«©lj|ft:B«-# 

[ooi9] esij^js: 21. 3iit KttB**** i 
2frbmftffimm&±j&i'Zh<ox$>z> 0 ^23 

20 ii, ^WJii{ri:oxm^b7 ?? -^^^-ii2 2£rB£-5§- 
[0020] 2 fit. jBE#BSU«^J:oT*FR»« 

x$>^ 0 3 4it m^-itf- ?m^m 3 3iaot 
m^ikm^tT*-? 1 4 £«-§-u ¥3t^i^b7-^ 

[0 0 2 1 ] 

[ftUB] *5£9i«U B 1 1^1" J: 5 SEf*: 1 1^«>— 

fol^itff i 2 fc#fcif#flsLfc*^bm^fl;^ 

1 ICfFf£fimi 3 <t fi6ffl«|-efiB««*J« 
3 1 3Pj£fr 1 ^f>H^A/fcmiWf^ 12ttH!t 

K*aA/tfms«f« i 3 ^m-f-bTTtcom^k^-^^ 

^»3 3££je£U ^#3 4&Z(Dm>*ik J r-*m^m 
3 3 J: o TR;W2^fcT*4Hfc«^fr^— * i 4 £-m^§- 

[0 0 2 2] locoj^frltw^-f S**^*-?- 

{b^-^ i 4^s^^m^7 f -^m^*ii2 2&Mi& 
on. wtsgmxtiim *fr*i-t z> m^tm+it^- * 1 4 

^m^b^-^^^2 2 0^*jBEf*:H : «r»-J:o-C-t 

[0023] « fc % a*B*o-*oj«*B*r#* i 2 

50 Sr«ffl«-e«*»*.^nIIB/j:«tt-e»€t5atf J: piat 
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5 

1^6. ffFBMTffFKfflf* 1 3(O^SrMfiOjat«: 1 

10 0 2 4) WKtt^feiaiilSr^LTfFKflMRl 

[0 0 2 5] ift-JHbfl^Hfcx-* 1 4 £ LTx ft 

[0 0 2 6] 

«o«fig*5j:t^«ifPS:»iB^ttWi-5/^c-C. Bit? 

[0 0 2 7] B 2 li. i H16M*^HS:^-r o 

B2fc*5V^ h£^TtfriMKft:i Hi. ffFfg«|j&s 

*mtfH*#*i 2 X i^iig^y^ h^r^fFfg^ 

[0 0 2 8]I*@tffl2l±, y7^x7« 

[0029] vmm»i 3*i, n=wB36s«ffl*i^y7 h 

B7*:JB^-CBi£i-*) . 
[0 0 3 0] B&tfty7 h?x7 15ll N y^h^x,T 

5) o «=»««H-Jf»^«:, asa«**2 i, y^ h« 

[0 0 3 1] fl»m£j&2 ltt, V7h>x7»fttt* 
^Mt5t)(OT^6 (H6*:ffll^»3fi-ra) . * 



(4) #W5 - 2 5 7 8 1 6 

6 

# 1 1 KfttStMB 1 3 t UT*lftt5. 

[0 0 3 2] m%m±f£ 3US 

*3 2, y7hat«3 5, a-g-3 4/£<i: c £iS:ttS 0 us 

su«±*3itt. y7h!)x7M»ii^^i^ 

m»m3EA2 i kmc, mtemmm*±mrfz>o 
[0033] 2d, msm±A3 naotM 

5)Sc^ttJb3fcfFK»ai 3Sr*-S-U y7hSf«3 5 

[0 0 3 4] 3411 y^ h^-^-ii3 siaot, 
y^ h^^T*&#AjKft:i li>bR^Utfclf-Wfcy7 h 
?x71 5«r«-S-U ¥^t^y^ h[)x7^t5^ 

[0 0 3 5] J^T^ 2 o«j&*5 J:tnhf^«rmkff>l^K 
931-*o H3tt, *»y7h!)x7^(D7n- 

«134r. V7h!)x7^«frl ll^f^^7 
[0 0 3 6] l3l:iol^ SKI V$^T$:YE 

t6y7h?x7 (^iii^p^7i^) 
[0037] S3 j*. y^ h tr^Tiztti&^rt. rn-^-m 

30 h ^a.TCDyr7 h£ ^T^i:, S 2t?fl£J*bfclfc-§-e£ 
[0 0 3 8] S4I1 fg^Lfey^ K^znTtr^Lfc 

y7 h^^TBt#iio^i9tuu^fT5o cttfi. y? h 
£ a: r*»jK«c»ihi-5 V7 h !>x7^s t-xttS-r 5 y 
7M>x7^ft^ ®5(^y^ h^rrtHMMFS^ 

[0039] ssit s 4-eiit)ffiUfcyy h £^tp£ 

W»-C, ?^77h!)x7W^bL, e«kV7 h 

Mufcy7 b?~T&kyz7 hi>x7*#©ny7 

[0 0 4 0] S6fi, 7«-*«<o*MftttEft:(J:i*^ty7 
50 *fty7h?*7**9HiU *»(tSr**i-6. 
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7 

[0 0 4 1] S7fl N*~T4:H*&3k 
yy h?^T»i!ftjK»i i »W5o S8(i, y^h 

^^Tftjftgtft:! l^»*ft-r5Pt-^<t:y^ hC^T**** 
*?ofcd^JB'Ji"S 0 YES^S*l:(l, mT-fZc NO 
«U S7SriH9iSLm\ m^^titzyy h£ 
comity y b^^r^yy bp^rmtmfti 

[0 0 4 2] Miaot, y:7 h^xTlrMtt 

[0 0 4 3] B4tf) (a) 11, y^ h^*r<Z>#*^« 
Lfclr\ y7h!)x7*ftl «HHb<E>*f 
£5i-> DES(Data Encryption Standerd) £:/B^£ 0 
[0 0 4 4] M4(D (b) f±. *^bO«^FS:^i- 0 ^ 

6 4b i tot> hm$:±f$LTz>o m^rte. fnwwm: 
[0045] *&w<Dm^fcyy b$=7<o# 

4Kii % y^ h^^T^Bt^b^tttv^c^^-r 

"ENC M Ztt&isfry? b?~7&t. Wil6 4 

[0 0 4 6] KTftf^SrKIB-T ^. 
(i) y^ h^^rt&^frJct&^bJ: 5 fc-TSTX 
y7h!>x7icov^ yy V*? ^T^^mmmr—zf 

[0 0 4 7] (2) flf*ffc;IS»4 l36S«SttfcV7 h 

C^TI&^fclJioT. w-xy^bz^T&vs^te-t- 

So 

(3) Br-Wkufc#»fty7 h^r^y^b^r 
-T5o wti^^^ix^x^^y^ h ^x7i:o^ 

212, » Lfc J: p y 7 h x 7ft«ft 1 1 I- It 



«fBB¥5 ~ 2 5 7 8 1 6 

mirtL^mfr, B»»<koryw=ry xah»«i»*s; 

[0 0 4 8] ELkt2lJ:o-C. ¥^cy^ h ^7l:ot^ 
X, yy h !>x7iH«»lf-y;V4^E>ttSt5y 

7 M>*rie»«s**omu ^axSrJB^rifc-wb*:?? 

oT»tfty7h!)x7«:MU y^h^ozTfettS 
[0 0 4 9] B6lt *«W^ITK««<0*fiR7n"-^- 

•r— h^^r 0 mwu fF^Lct 5 ^-r^y^ h**r 

ffltffl H:W57P-ft-hT^^ 0 

[o o 5 o] ni6^jov>r, s 1 1 ti, fF^uj: 5 £-r 
5y7h>)x7^^« 0 sun ^R^mmmfr 
-:^5«fctK y^ hm^^^^tti-ro H7 
<oy 7 h i^x r^fifir - yvt- 5 e> ffressr^-x. x 

[0 0 5 1 ] S 1 3 mWm^^m 9 ffl U^rfT 
Tte^fr 1 1 (OWkWm^^mZhftcT* S14I1 

y^ h*^r&«rt££#i i*»bK*fflufcspxoat 
1 2(cio^T. ffi3fc«l;i iot Bfir-iHb LfcfiE 

[0052] sisfi. iwsijiiaot, y^h^ 

15*Lfc:J:5KU f^y^hf^l^o^X SI 4 
[0 0 5 3] S16fi. S 1 5-C^Ufc*-*fbLfc«F 

J:ox, m^ityy hi)x7i 5Sr»*Aufcy^ h 

r**fij»Eft:i ld^jBEfrH#**l 2S:R^ffltTK* 
WJ^^rML, y^ h*#»cov^-CC<ojBlffffl9«i 
-C**fbU «r*ftb^flFKflr«l 3^^1X7 
x7MI*l ll^f^o Ctt(^J:«9, Pt^iby^ 
h^x.Tl 5isj:t5l**ftUfcfFK*«l 3^y^ b$ 

[0 0 5 4] 0711 *«W^sS»«0!fefigKe«EIS: 

5^. m-ftityy h<)x71 5Sr«tLT?S^y7 h 

r>x7t«tt5iM>i4y7 ha-WiSr. y^h?> 

x7ififi7-y^5(iii > B5-e»«Lfcy7 h 

5 0 m^bStbT^sc: tSr*-r "enc" 

*^ifcy7h!>x7*i:, tttmoy7h9i7 
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[0 0 5 5] ( l ) MS*«*ttflifflfc»JEi- S» 
(E16<OS 1 4#BS) o 

[0 0 5 6] (2) JR3BUJ: -5 tt-5V7 b i? 

«-e*&-5Ht:U H»lfBIII*13«:4at5. r<7)WIS 

#^Lfcy7 h9~T£^ IfrlWIsLfcfflSnWIli*^ 
Tt-U y7 h !>x7ftj»lt*l 1 lw*FB*« 1 3 i: L 

Ttew-r^o m\ y7h?*7at«i, asms 

[0 0 5 7] £A_hi^J:oT, WFiSffifi. y^h^^Tfe 
1 3 t UTt&jft-TSo 

[0 0 5 8] H8fi, *8W^y7 h <>^Tm^r<V7v 

— ^""Y — h MWlAtty7 h 
fEttiro-^^ y^Lt^rf5i:#^7D-^- h 

[0 0 5 9] |g|8^*5t>T, S 2 1 fi. b$^T<D 
IlT^^Sit|l5 0 S2 2li % y7h«>x7»ftR# 

[0 0 6 0] S2 3H ME#««<D£AS:fT5. 
fflE^i l d^feft 9 Hi UfcKfrH*** l 2ico^T. S 

[0061] S 2 4 tt. S23 T*£jE& LfcttftflSUM 

x% y7 b$~7mtom&i ifrbm&mistcft&mm. 

^f5tfcU/c J: 5 i-. S 2 3 T*B^fcLfc«#fi£««^ 

*»X-c*>s*FKflt«i 3^t^tT¥^y7 

*«3 5i:t*t5 0 

[0 0 6 2] S2 5U, y7h^x7Mftll^b 
fflftft y 7 h ? x 7 1 5 oa^ii^Srff 5 , S2 6(l 

y^h«-^-«T-s s 2 5-ett^5a^/«**ftV7 h 

715^U ¥i©y7h?x7tt*t5. wtt 

7 1 5i:o^T, S2 4t*Mt^y7httii3 5T* 
«-^U ¥Wy7h?x7^Mt5c 

[0063] s 2 7ii, y^ h^^rmrr-r^o ex±\z. 
ioT, y7h?x7gff^{:^)SLT, y^hs^ 



(6) #BB¥5 - 2 5 7 8 1 6 

y7hat«3 5S:4su c<Joy^ hm^-ii3 sict 
V7^x7i 5^fttt?^y7 h^r££j& 

[0 0 6 4] B9I1 *Wn<07vy*7J>.<DW&<0W!P\ 

-&£>»3H[3T-S>S 0 HI 9 CO (a) «U ^^J55cHI^^ 
"To 

[0065] HI9C0 (a) iC&^T, ^tflWclT* >f * * 6 
fi, eWD^7A*ifig:ftiSt6t)^ffcoT, HI 
2oyy h«?^T»jW«SEft:i ±^ttfcTZ>i><ox~hy. 

fll#B*«*l 2. 8«gif#Ri 3, ^Jctfltf^fc?'*^ 

5 0 r^^M^-f^^ 6(Dii^ CD- 
20 ROM. FD. HD, m$ZT — !7\ 3*^ */ Y^r—^ftZZ 

[0 0 6 6] 1 li s t'b^A** 

^y^£3EfEtt6 3 1::p~^>^U StfT^IlBftttllB 
l:t5t©T-t>oT, rcT-fi. K5£U/c«£/& (®SU 
t^31) . (If3 2, 3 4) /j^£«;tfc#!f 

[0 0 6 7] ±I5»6 3*i. y'n^^n— ^6 1 3*^ 

[0 0 6 8] »CtC x (H9<D (b) C0!7 d hl£^ 
flllfffcttlr\ Hf9<7> (a) ^*j*Ottf£&ttWi-* 0 
HI 9 CD (b) t;L*5^T. S 3 1 II, ^o^-M^Hf? 

[ 0 0 6 9] S32fi. /p^7Ad- ^6 1 d^fr^ 
n^7J>&j!,otf-TBl!!>ttSU S3 3fl ± 

IB«±J-^^y M^-T^o S3 2T*tttfc? 

^cco^n^y^^r. £!Etft6 3±tzJRIiSU BfE*rtBfc 

40 vtn^-tz. 

[0 0 7 0] S3 4I1 yvy^^mffT&o S33f 
5 0 E|9<7> (c) ^-fttSlTOy7h!>x7 
[0 0 7 1 ] (1) ^fftSi^y7h!>x7»« 

(HI8^S 2 3#RS) o 

[ 0 0 7 2] (2) «#(£!3g 3 2 1 y^h^^T 
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IwO^T, (1) -e*jSKUfc«E*«UiiicJ;9«-8-U 
H^O) J: h ?*71I-MI3 5 1 (V7 ha*« 

3 5fc&JSi--5) Srfej«i-5 C 

[0 0 7 3] (3) «§i»3 4 1^ V7H>x7 
1 1 J&>fcfc 9 fflL y 7 h!)xTl 5t^ 
O^T\ (2) fi«Lfcy7 V9~TVL*m* 5 IK 

6 3^®BSU ^fT-T^o 

[0074] ::t% wtm\nmi 3&mh*tix\,^w io 
^fB-efcs. y7 bt^T&mmfti i ^rftkco 

tf-Lfc^ fell. tt#imi2^ 
^ bfi^r«-i§-«3 s i £«-^-e#i\ ltb&-§- 

{bV^ h!>x7i:¥XOV7 h!>^T^a#-C#"f, m 

©Eg 3 1 l<0T/^=fyXAfc6tMi8?B«, £/£L£:y 
:7h**r«-JH*, a*Lfc?xy7M?x7tt:S±4 

[0075] 0ioii, *«^©7-^oa*oBwa 

[00 7 6]ilOO (a) II i£frMfj$Lm*7f;-F 0 m 
10(O (a) KHSI^T* %m%*?4*t 611. Bt^b^ 
— if 5 tOT'fcot, HI2tf)y:7 h£^T 

2. fMtflmi 3. io J: t^^-^->f ^ 1 7£r*Mfrr* 
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